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| have...

...some Unix experience

...some programming experience (C, C++, Perl, shell-scripts)
...concentrated in information security last 5 years

...been working in PKI-, LDAP- and VPN-projects lately
...studied and evaluated IDS-tools last 2 years

...looked at several NIDS-tools e.g. Dragon, RealSecure
NFR, Snort, eTrust ID (SessionWall-3),...

...been running Shadow in our company network last 2 years

...some IDS-related links at
http://www.atbusiness.com/staff/japi/security.html#ids
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Are you safe?

+ How many network scans were targeted to your
network last month?
a) more than 10 b) 1-10 c) none d) don’t know

* How many serious break-in attempts?
a) more than 10 b) 1-10 c¢) none d) don’t know

» How many succeeded break-ins?
a) more than 10 b) 1-10 c) none d) don’t know

» Does your ecommerce-site have correct product
information and pricelist?
a) yes b) no c) don’'t know

» Does your firewall protect you?
a) yes b) no c)don’t know
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Security Surve

http://www.infosecuritymag.com/2000survey.pdf

+ Information Security Magazine annual survey
+ Summer 2000 - 1,897 responses

» Outside breaches

Viruses/Trojans/Worms - 80%

Denial-of-Service - 37%

Exploits related to active program scripting - 37%
Attacks related to protocol weaknesses - 26%
Attacks related to insecure passwords - 25%
Buffer overflows - 24%

Attacks on bugs in Web-servers - 24%
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Hacker attack

Map the network and services

Find vulnerabilities

Break-in

Take over the system, install backdoors
Cover tracks, attack neighbor nodes
Steal, copy, destroy, change, blackmail,...

Use the system as a stepping stone when attacking
other systems

N o ok 0NN =

Copyright 2000 AtBusiness Communications Oy / Jari Pirhonen 13.4.2000 Page: 5

nmap

http://www.insecure.org/nmap/
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Nessus

http://www.nessus.org/

Messus Heport
Summary
GeEo TR e Tei =5 Solution © install all the latest Microsoft Security Patches
Found 17 security holes Risk factor © Serious
Found 93 security warnings CWE : CWE—-19893-0278
= poppassd (106/cp)
prof fr nessus org pop—3 (1100tcp)
dormeur fr nessus.arg o unknown ¢135epy
gateway fr nessus.org 9 rethi AEELE
£ grincheus fr nessus.ar =™ Security warnings
The remote registry can be accessed remotely
using the login § password combination used
for the SMEBE tests
[ Having the registry accessible to the world is
not & good thing as it dives extra knowledge to
a hacker
Solution : filter incoming traffic to this port or set
tight lagin restrictions
Fisk factor © Low
The dornain 51D can be obtained remotely . 115 walue is @
INTRAMET : 5-21 -20333150-368275040 - 1654891 23589
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RATDOGS

n "HACKERS TOOLKIT v2.0" 50 you want to be a HACKER!
Prices $15.95 sunsan e iss

Thi is the NEW version 2.0

Exploits & security
Do not confuse s with he alder version of hackerstolki Vol 1

This is the all new version
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2 PASSWORD CRACKERS { Floooers

© PROGRAM CRACKERS * lewmP PROGRAMS
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* CODE HACKERS © ONDx ZonE

© MAC PROCRAMS
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Attack Sophistication vs.
Required Intruder Knowledge
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Security is a process!

Protect

React Detect
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Detection tools

* Intrusion Detection Systems
— Server-based
— Workstation-based
— Application-based
— Network-based (NIDS)

» Vulnerability Scanners

» System Integrity Verifiers

* Log File Monitors

» Deception Systems (honeypots)
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Why firewall alone is not enough?

Firewall is a gatekeeper - we need a burglar alarm too

Firewall doesn’t recognize attacks attempted with allowed
protocols: http, ftp, email, dns,...

Firewall doesn’t save enough history information
Intranet is usually not protected with firewalls

Firewall doesn’t handle problems with protocols and
applications

How do you verify your firewalls configuration and function?
Do you know all the services running in your network?

Firewall software could have bugs also
Multiple layer security is more effective
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NIDS

Network Intrusion Detection System

 Listens to network traffic

* Notices known attacks

» Notices non-standard TCP/IP packets
* May launch protective actions

» Saves history

* Invisible for users and applications
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Example NIDS setup

monitor

RealSecure, NetRanger, Blacklce,
Netprowler, Shadow, Dragon, Snort...
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Good IDS-tool

Invisible, needs few resources
Reliable, fault-tolerant

Easy to modify for different needs
Adapt to changes, scalable

Difficult to fool

Notices abnormal behavior

Easy to use, central administration
Good reporting and analyzing features
Large problem/fingerprint database

Copyright 2000 AtBusiness Communications Oy / Jari Pirhonen 13.4.2000 Page: 15

Why to have NIDS?

Attacks are noticed in their early phase

It's better that you find the problems instead of a hacker
Traffic history of attack is saved => evidence

Verify the adequacy of your security arrangements
Makes it easier to negotiate security budget:-)
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NIDS challenges

» Analyzing attacks require TCP/IP and security expert
» Fast networks

» Heavily loaded networks

« Switched networks

» TCP/IP problems: forged source IP’s, flags,...

» Fragmented IP-packets

* Insertion attacks, "su ro"H”"Hroot”

» Denial-of-service attacks against NIDS

* Encryption

» Keeping attack signatures up-to-date
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NIDS challenges

[**] WEB-CGI-bash shell [**]

10/16-00:07:44.900000 0:EQ0:1E:7F:A:10 -> 0:0:D1:ED:50:A9 type:0x800 len:0x18F
XX .XX.XX.XX:1822 -> yy.yy.yy.yy:80 TCP TTL:122 TOS:0x0 ID:23276 DF

*xAxFAPA* Seq: O0x1055FEB Ack: 0x434B1054 Win: 0x2238

47 45 54 20 2F 78 2D 73 61 6A 74 69 6E 67 2F 63 GET /x-sajting/c

68 61 74 2F 69 6C 6D 65 65 74 2F 2F 62 61 73 68 hat/ilmeet//bash

66 75 6C 2E 67 69 66 20 48 54 54 50 2F 31 2E 31 ful.gif HTTP/1.1

0D OA 41 63 63 65 70 74 3A 20 2A 2F 2A 0D OA 52 ..Accept: */*..R

65 66 65 72 65 72 3A 20 68 74 eferer: ht

Copyright 2000 AtBusiness Communications Oy / Jari Pirhonen 13.4.2000 Page: 18




Shadow
http://www.nswc.navy.mil/ISSEC/CID/

* Free NIDS tool based on
— Unix
— tcpdump
— Perl
* You need
— 2 Unix boxes with lots of disk-space
— Unix experience
— tcpdump experience
« Design philosophy
— No alarms, but system/security administrator checks the reports when
appropriate
— Checks (TCP/UDP/IP) headers only
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Our setup

intranet
/ NAT
analyzer Ssh/scp
http
get tcpdump data hourly
) tcpdump

perl-scripts run by cron sensor filter
analyzer filters
web-server
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Filters

» Sensor filters define what packets are captured
— all ip except mail and ftp-data
— how much payload is save

* Analyzer filters define interesting packets
— abnormal IP-traffic
— ports scans
— network mapping
— non-http connections to web-servers
— known attack-signatures
— icmp filter, ip.filter, udp.filter, tcp.filter, site.filter,...
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Tcpdump filters

+ tcp and (tcp[13] & 2 1= 0)
— tcp packet with SYN-bit on (13% byte of the tcpheader)
» tcp and (tcp[13] & 2 = 0) and (dst port 143)
— imap
* ip and ip[19] = Oxff
— Broadcast packets
* ipanddst port 111
— Portmapper
* ip[12:4] = ip[16:4]
— Same src and dst ip-address => land-attack
 icmp[0] =8 and icmp[0] =0

— icmp-packets other than echo requests & replies
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Example analyzer filter

ip and (not src host fw.atbusiness.com) and
(
(dst host www.atbusiness.com and
(
(tcp and ((tcp[13] & 2 != 0) and (tcp[13] & 0x10 = 0))
and (not dst port 80)
and (not dst port 443))

or

(dst host imap.atbusiness.com and
(
(tcp and ((tcp[13] & 2 = 0) and (tcp[13] & 0x10 = 0))
and (not dst port 143))
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Shadow screendumps

b

@R Start|[BE Intrusion Detection T_.. | E Intrusion Detection Taols - g g 2= 1 FE S @@ 1221 FM
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No problems

Hourly tcpdump for atbusiness on Sep25 at 01:00 GMT Netscape
ile Edit “iew Go Communicater Help
“ =3 B 2
Back Foriwerd| Feload Home: Search  Metscape Print Security Shop Ston

4§ " Bookmerks i Location: [http:/fanalyzer in atbusiness. com/topdump_iesults/atbusiness/5ep25/2000032501 hml

% search

Site: athusiness - Date: Sep25 - GMT-3: 01:00.

num dests source ip source name

Site: athusiness - Date: Sep25 - GMT-3: 01:00.

= Back

i@ Start| EE Hourly tepdump for atbusin. | [ Intrusion Detection T

Forward

&g S T SO B @ 1221M
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Netbios scan

Ip

A stan | FEHour topdump for atbusin. | [EF Intrusion Deteotion T... B Tera Tem - analyzetin ath

- = ot = 4 =3 13
Back  Fowed  Reload  Home  Search  MNetscaps  Prnt  Secuity  Shep Stap
F| i Bookmarks A Location[rtip-77anat o = 00005251 2 rarml
[ 4 seach
Site: athusiness - Date: Sep25 - GMT-3: 12:00.

.theirdomain.com > fv.ourdomain.com

970000 scmebody. theirdomein. com.2404 > hostl.ourdemsin. com. 2 11882206:11882206(0) win 5192
500000 scwebody.theirdomein.com.z403 > hest?.ourdemsin. com. S 118751596:11875196 (0) win 5192
500000 scwebody.theirdomein.com.z404 > hostd.ourdemsin. com. S 11882206:11882206(0) win 5192
900000 scwebody. theirdomein.com.2402 > hostd.ourdemsin. com. S 11868186:11866186(0) win 5192
980000 scwebody.theirdomein.com.z405 > hostS.ourdemsin. com. S 11889216:11889216(0) win 5192
500000 scwebody.theirdomein.com.z404 > hosts.ourdemain. com. S 11882206:11882206(0) win 5192
900000 scwebody. theirdomein.com.2405 > host?.ourdemsin. com. S 11889216:11889216(0) win 5192
500000 scwebody.theirdomein.com.z403 > hostS.ourdemsin. com. S 118751596:11875196(0) win 5192
500000 scwebody.theirdomein.com.Z405 > hostS.ourdemsin. com. S 11889216:11889216(0) win 5192
900000 scmebody. theirdomein.com.2404 > host10.ourdomain.com.138: S 11882206(0) win 5192
1500000 scwebody.theirdomein.com.z405 > hostll.ourdeomain.com.135: S 11885216(0) win 8192
100000 sowebody.theirdomein.com.z415 > hestlz.ourdomsin.com.135: S 11987356(0) win =132
020000 scmwebody. theirdomein.com.2419 > host13.ourdomain.com.138: S 11987356(0) win 5192
1110000 sowebody.theirdomein.com.z420 > hostld.ourdeomain.com.l135: S 11594366(0) win 5192
050000 sowebody.theirdomein.com. 2415 > hostlS.ourdomain.com.135: S 11987356(0) win =132
020000 scwebody. theirdomein.com.2420 > host16.ourdomain.com.138: S 11993366(D) win 5192
120000 sowebody.theirdomein.com.z421 > hestl?.ourdeomain.com.l135: S 2001376(0] win 5152
050000 scwebody.theirdomein.com.z420 > heostlS.ourdomain.com.135: S 11994368(0) win 1352
020000 scmwebody.theirdomein.com.2421 > host19.ourdomain.com.138: S 12001376(0) win 5192
050000 sowebody.theirdomein.com. 2415 > heostZ0.ocurdeomain.com.135: S 11587356(0) win 8192
080000 sowebody.theirdomein.com.z421 > heostZl.ourdomain.com.135: S 12001376{0) win 1352
020000 sowebody. theirdomein.com.2420 > host22.ourdomain.com.138: S 11994366(D) win 5192
130000 sowebody.theirdomein.com.z423 > hostZd.ourdomain.com.l135: S 120153596(0) win 8192
050000 sowebody.theirdomein.com.z423 > hostZ4.ourdomain.com.135: S 12015398(0) win =152
070000 sowebody.theirdomein.com.2421 > host25.curdomain.com.138: S 12001376(0) win 5192
1140000 sowebody.theirdomein.com.z424 > hostZ6.ourdomain.com.135: S 12022406(0) win 5192
070000 sowebody.theirdomein.com.z423 > hestZ?.ourdomain.com.l135: S 12015398(0) win =152
070000 sowebody.theirdomein.com.2424 > host28.curdomain.com.138: S 12022406(0) win 5192
150000 sowebody.theirdomein.com.Z425 > hostZS.ourdeomain.com.l135: S 12025416(0) win 192
070000 sowebody.theirdomein.com.z424 > host30.ourdomain.com.l135: S 12022408(0) win 132
070000 sowebody.theirdomein.com.2425 > host31.ourdomain.com.138: S 12028416{0) win 5192
160000 sowebody.theirdomein.com.Z426 > host3z.ourdomain.com.l135: S 12035426(0) win 192
070000 sowebody.theirdomein.com.z425 > host3d.ourdomain.com.135: S 12025416(0) win 8192 o

ARy ST O @ @ 1243PM
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TOrnkit scan

File Edt View Go Communicator Help

& A 4 = E o & & 3
Back  Fowerd  Reload  Home  Seach Netscape  Print  Secuiy  Shop Stop
T e Dockmeks M L [ business. T resite /ot 2000092418 el
C4 Search

it

atbusiness - Date: Sep2d - GMT-3: 18:00. —

Somebody. theirdomain. com > fw.ourdomain.som
18:10:14.155524 somebody.theirdomain.com.511
.155524 somebody.theirdomain.com. 511
4.155524 somebody.theirdomain. com. 511
1165524 somebody.theirdomain. com. 511
.165524 somebody.theirdomain.com. 511
.165524 somebody.theirdomain. com. 511
1165524 somebody.theirdomain. com. 511
.165524 somebody.theirdomain.com. 511
.165524 somebody.theirdomain. com. 511
1165524 somebody.theirdomain. com. 511
.165524 somebody.theirdomain.com. 511
.165524 somebody.theirdomain. com. 511
1165524 somebody.theirdomain. com. 511
.165524 somebody.theirdomain.com. 511
.165524 somebody.theirdomain. com. 511
1165524 somebody.theirdomain. com. 511
.165524 somebody.theirdomain.com. 511
.165524 somebody.theirdomain. com. 511
1165524 somebody.theirdomain. com. 511
.165524 somebody.theirdomain.com. 511
.175524 somebody.theirdomain. com. 511
1175524 somebody.theirdomain. com. 511
.175524 somebody.theirdomain.com. 511
.175524 somebody.theirdomain. com. 511
1175524 somebody.theirdomain. com. 511
.175524 somebody.theirdomain.com. 511
.175524 somebody.theirdomain. com. 511

host1.ourdomain.zom. 511z
hostz.ourdomain.

©4834708 (0} win 1028
54834708 (0] win 1028
SF 169129151 1281518 (0) win 10
SF 942645403 :042645403 (0) win 1028
win 10

host3.ourdomain.

host4.ourdomain.
hosts.ourdomain.
hosts.ourdomain.

host7.ourdomain.
hosta.ourdomain.

SF 156455543 :156455543 (0) win 1028
SF 1839000161:1835000161 (0) win 10
SF 990107509:990107509 (0) win 1028
SF 2104784188:2104784188 (0) win 1
SF 1417561556:1417961556 (0) win 1
SF 1474474547:1474474547 (0) win 1
SF 238950029:238950020(0) win 102
SF 66401465:66401455(0) win 1028
SF 1841250544:18412508424 (0) win 1
SF 942645403 :042645403 (0) win 102
SF 1276032859:12765032859 (0) win 1
SF 156455543 :156455543 (0) win 102
SF 1608036360:1608036360 (0) win 1
SF 1639549311:1635549311(0) win 1
SF 481466658:481466698(0) win 102
SF 341510376:341510376(0) win 102
08251451 (0) win 10z
41518375(0) win 102
SF 1190702899:1190702890 (0) win 1

hosts.ourdomain.
host10.curdomain.
hostll.ourdomain.
hostlz.ourdomain.
host13.curdomain.
host14.ourdomain.

hostlS.ourdomain.

host16.curdomain.
host17.curdomain.
host1s.ourdomain.
host19.curdomain.
hostz0.curdomain.

hostz1.ourdomain.

host22.ourdomain.
host23.ourdomain.

hostz4.ourdomain.
host25.curdomain.
hostz6.ourdomain.

VYV Y YV YV YV VY Y VYV YV Y YV Y YV Y Yy

hostz7.ourdomain.com. 511t

num dests source ip source neme

27 somebody. theirdomain. com

i3 Start | [EE Hourly tepdump for at_ | E Intrusion Detestion Tools - | | G0 Tera Term - anbzrinatb..| & g P s E B 1251 P
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What else he did?

]B*;aﬁ@,@:ss@ai

Folod  Reload  Home  Seach  Metscape  Prnt  Secuity  Shop Stop

% Intrusion Detection pattern search - Netscape

Search for a pattern in a day's sensor logs. =
Submit Guary
Site: @ athusiness 100.136.12 (144}

Host Name Lookup: @ Yes € No
in 1026

Vear:[2000 =] Month: [Sep =] Day of Maonth: [23 = lin 1028

in 1028
Search for a particular IP or 'host': [Somebody . theirdomain. com © src © dst @ either win 1028
h win 1028
© and @ oiSearch for a particular ‘port © sre € dot @ sither | oin 1028
ks
€ and @ ofearch for a particular IP or 'net: | T ore O dst @ sither p) win 1028
hozs
h win 1028
© and @ ofearch for a general TGPDUMP format filter: | hzo

Submit Quary

=== |Document: Done -1

R Start| % Hourly topdump for atbusin...| S5 Intrusion Detection Tools - .| & Tera Term - analyzer.in atb...| [F Intrusion Del:clin P <) iy BT PE[ S P 12:53 P
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Wh0|s he?

24 at =1Oj
P
K 2 & & B &
Back  Fowod  FReload  Home  Seaich  Nefscape  Prit  Secuity  Shop Siop
f Bookmarks A L [ rryeC— i 523/2000092415 html
| 4 Seach

Site: athusiness - Date: Sep24 - GMT-3: 18:00. =

¥% Fetch Whois Information - Notscape 1 [=] S

Team SHADOW - WHOIS Form 1/2/2 L 154.100.135.1z (144)

Paste Search field Here: [Somebady . theirnost . com 2534708 (0] win 1028
4534709 (0) win 1028
VWhich WHOIS server(s) do you want to query? 691291515 (0) win 1028

2645403 (D) win 1028

57  Eurcps (i 276032859 (0] win 1023
1474474547 (D) win 1028
T Amesica [T Asia/Pacific [T ooV 155455543 (0) win 1028
0161(0) win 10zm
TR 0s (o) win 1028
ITRYETRN| 121047584188 (0) win 1028

1556(0) win 1028
1474474547 (0) win 1028

025 (0) win 1028

201465(0) win 1028

541290844 (0) win 1028
2645403 (D) win 1028
276032859 (0) win 1028 =
155455543 (D) win 1028
69:1608036369 (0) win 1028
1639549311 (0) win 1028
251466695 (0) win 1028

376(0) win 1028

451(0) win 1028

376(0) win 1028

0702533 (D) win 1028

7139476(0) win 1028
5:1151861235(0) win 1028
1177001555 (0) win 1028

451(0) win 1028

= == |Document: Done Sl 9 @@ Ea oZ | Zlsi232¢0) win 1028
iR Start| FEHoury tepdump for atbusi...| B Intusion Detection Tools -..] B Tera Tem - analyzerin.atb..| [F Fetoh Whais Informat. <E ) AR s PE S @ 12:54 P

Copyright 2000 AtBusiness Communications Oy / Jari Pirhonen 13.4.2000 Page: 29

Example scan (t0rnkit)

timestamp source.port dest.port flags beginning: ending (bytes) options
seq # seq# ‘ /

18:10:14.155524 somebody.theirdomain.com.511 > host1.ourdomain.com.511: SF 694834708 694834708 ) win 1028
18:10:14.155524 somebody.theirdomain.com.511 > host2.ourdomain.com.511: SF 694834708:694834708(0) win 1028
18:10:14.155524 somebody.theirdomain.com.511 > host3.ourdomain.com.511: SF 1691291518:1691291518(0) win 1028
18:10:14.165524 somebody.theirdomain.com.511 > host4.ourdomain.com.511: SF 942645403:942645403(0) win 1028

18:10:14/16558¢4 somebody.theirdomain.com,54] > host5.ourdomain.com.511,.SE 1276032859:1276032859(0) win 1028
18:10:14.165524\somebody.theirdomain.co host6.ourdomain.com.51 474474547:1474474547(0) win 1028
18:10:14.165524 |somebody.theirdomain.co| b host7.ourdomain.com.511: 6455543:156455543(0) win 1028

18:10:1%. somebody.theirdomain.co host8.ourdomain.com.511: SF 183Q000161:1839000161(0) win 1028
18:10:14. 24 somebody.theirdomain.com. > host9.ourdomain.com. F 99010%509:990107509(0) win 1028
18:10:14.165584 somebody.theirdomain.com.T11 > host10.ourdomain.co Q. 2104784488:2104784188(0) win 1028

, SYN + FIN is not normal
Normally source port is random

Fast repeating connections Port used by tOrnkit
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Shadow - advantages

Free

Flexible

Easy to modify/expand with perl

Lots of tools available to work with tcpdumps
No alarms - only reports

Saves all traffic

Possible to use in complex environment — we have
several "home nets”, separate net addresses for fws and
NAT in use.

Copyright 2000 AtBusiness Communications Oy / Jari Pirhonen 13.4.2000 Page: 31

Shadow - disadvantages

Can’t analyze IP payload
Keeping filters up-to-date in large environment is difficult
No real-time alarms

Analyzing data requires lots of TCP/IP, Unix, Perl and
tcpdump knowledge

No real on-going development
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Snort

http://www.snort.org/
Based on tcpdump, analyzes also IP payload
Lots of attack fingerprints available
Saves only suspect traffic
Very active development
Lots of add-on tools
Can analyze tcpdump-files created by Shadow
Shadow sensor can be replaced by Snort
Real-time alarms
Difficult to configure for complex network
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Shadow + Snort

Snort can be used to get tcpdump data for Shadow
Snort can be used to analyze Shadow tcpdumps
IP-payload checked by Snort

Real-time alerts by Snort

Two systems see more than one!

Our current solution is to run Shadow dumps through
Snort daily

Better solution would be to replace Shadow sensor by
Snort and let it feed Shadow analyzer

Copyright 2000 AtBusiness Communications Oy / Jari Pirhonen 13.4.2000 Page: 34




Scans to our network

16

Sep-1999 Mar-2000 Sep-2000 Feb 25
fie 2 6 Mar 23
telnet 1 1 Ap r 37
http 1 1
pop2 3 May 32
pop3 1 1 Jun 19
imap 1 Jul 31
dns 3 3
sunrpc 2 4 4 Aug 26
socks 1 1 S ep 43
linuxconf 1 1 51 (24.10)
netbios 1 18
hack’a’tack 2 2 1
subseven 1 2 2
netbus 1 2 1
ringzero 1 1
udp port 1 1
rpc.statd exploit 2
torn 1

1 23 43
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Response to scans

Well-known companies get lots of scans per day
NASA: 500.000 attacks per year

| think that response to scans is worth while if you don’t
have to worry about serious attacks all the time

Automate the reports and response as much as possible

It's best that novice script-kiddies get a warning in the
beginning of their “career”, slap on the wrist
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Recovering from the break-in (SANS)

* Remain calm; don't hurry.

» Notify your organization's management.

» Provide a game plan (with options if possible).
* Apply need-to-know.

» Use out-of-band communications; avoid email and other
network-based communications channels.

» Take good notes, good enough to serve as evidence in a
court of law.

+ Contain the problem; pull the network cable.

» Back up the system(s), and collect evidence.

» Eradicate the problem and get back in business.
» Lessons learned, apply what you have learned.
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Inform the administrators

Below is a log showing a connection attempts from a machine within your domain. The
machines it connected to does not offer this "service" so this can only be assumed to be
an IP space probe for vulnerable machines. Port 31789 belongs to trojan program
called "Hack'A'tack”.

We take this matter seriously, and hope that you will as well. Please take action on this
issue as is appropriate and respond to this email-address with your actions. If possible,
please sign your email digitally.

1. Apr 2000 (timezone is GMT + 2, Helsinki, Finland)

19:58:44.840000 hacker.evil.org.31790 > host1.ourdomain.com.31789:
19:58:44.840000 hacker.evil.org.31790 > host2.ourdomain.com.31789:
19:58:45.110000 hacker.evil.org.31790 > host3.ourdomain.com.31789:
19:58:45.110000 hacker.evil.org.31790 > host4.ourdomain.com.31789 :
19:58:45.120000 hacker.evil.org.31790 > host5.ourdomain.com.31789:
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Real-world responses

“We identified the dialup account that was used for this port scan. The account belongs
to an local hospital, but apparently is often 'stolen’ (or perhaps used unauthorised from
employees outside of the hospital). We will take this with their management - the
account has been temporarily suspended. Thanks for letting us know.”

“First, thank for you attention. This scanners were in computer room and they is
students. This campus was disconnected from Internet. About this episode was reported
to warden, rector of PSTU and FSB. Two students was stand off Internet.”

“Sorry....our server is hacked. so... we are reinstalling the server...”

"We take a serious notice of this kind of hacking. The address that you are mail me
about, is belong to a dial-up pool. We will find out which customer was used this address
at this portion of time and will take care about that problem”

"Thank you for your report. While we are not allowed to give out specific information
regarding subscriber identity, or specific action taken without legal process, we have
identified the offending user and taken appropriate action against this account.”
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Real-world responses

“We already had complaints yesterday and contacted our customer immediately. They
noticed a breakin on Sunday (10.09.2000) themselves and had blocked the host on
router level. They are currently cleaning up the system and investigating the issue.
Thanks for the notice and sorry for the inconveniences.”

“The customer owning the machine used for the portscans has been warned, and he
has ensured us to fix the security on his machine. If any new portscans from that
machine will occur, we will disconnect the machine. Our apologies for the
inconvenience.”

“My apology for any inconvenience that may have caused you. We had a Linux test box
that sat outside our firewall. Unfortunately it was hacked and used for hacking other
sites. It is now shutdown. Again, my apology.”

"Thank you for notification of this event. | want to assure you that we take such issues
seriously as well. We allow some of our users to have personal machines in our IP

address space, which this machine is one of. It appears that it was hacked, and we are
tracing down how and by whom. Until such time as we can be sure that the incident will
not repeat, this machine will be removed from the network. If you have any othegB
concerns, please feel free to contact me directly.”
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Planning

» Level of TCP/IP expertise in your company?
» Public Domain or commercial product?

» Where to put the sensors?

* Alarms or logs?

» How often and how the tool is updated?

» What does your security policy define?

* Who need to belong in CERT/CIRT?

* How to response?
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First things first

Audit, response, investigation, IDS

Technology, products
Education

Security architecture, processes

SEOIOKOK0

Policies, guidelines
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